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John Doyle’s research builds on insights about the fundamental nature of complex biological and technological networks
that can now be drawn from the convergence of three research themes. 1) Molecular biology has provided a detailed
description of much of the components of biological networks, and with the growing attention to systems biology the
organizational principles of these networks are becoming increasingly apparent([2], [3], [4], [5], [8], [9], [12], [13], [16],
[17], [19], [20], [21], [22], [28], [30], [36] www.sbml.org ). 2) Advanced technology has provided engineering
examples of networks with complexity approaching that of biology. While the components differ from biology, we have
found striking convergence at the network level of architecture and the role of layering, protocols, and feedback control
in structuring complex multiscale modularity ([1], [8], [10], [16], [20], [25], [29], [31], [32], [39]). Our research is
leading to new theories of the Internet and related networking technologies, and to new protocols that are being tested
and deployed, particularly for high performance scientific computing ([6], [11], [13], [15], [18], [23], [26],
www.hot.caltech.edu, netlab.caltech.edu). 3) Most importantly, there is a new mathematical framework for the study of
complex networks that suggests that this apparent network-level evolutionary convergence both within biology and
between biology and technology is not accidental, but follows necessarily from the requirements that both biology and
technology be efficient, adaptive, evolvable, and robust to perturbations in their environment and component parts
(www.cds.caltech.edu/sostools, [10], [13], [27], [33], [37], [38]). This theory builds on and integrates decades of
research in pure and applied mathematics with engineering, and specifically with robust control theory.
Through evolution and natural selection or by deliberate design, such systems exhibit highly functional and symbiotic
interactions of extremely heterogeneous components, the very essence of “complexity.” At the same time this resulting
organization allows, and even facilitates, severe fragility to cascading failure triggered by relatively small perturbations.
Thus robustness and fragility are deeply intertwined in both biological and technological systems, and in fact the
mechanisms that create their extraordinary robustness are also responsible for their greatest fragilities ([8], [16], [17],
[21], [22]). Our highly regulated and efficient metabolism evolved when life was physical challenging and food was
often scarce. In a modern lifestyle, this robust metabolism can contribute to obesity and diabetes ([21]). More generally,
our highly controlled physiology creates an ideal ecosystem for parasites, who hijack our robust cellular machinery for
their own purposes. Our immune system prevents most infections but can cause devastating autoimmune diseases,
including a type of diabetes. Our complex physiology requires robust development and regenerative capacity in the
adult, but this very robustness at the cellular level is turned against us in cancer. We protect ourselves in highly
organized and complex societies which facilitate spread of epidemics and destruction of our ecosystems. We rely on
ever advancing technologies, but these confer both benefits and horrors previously unimaginable. This universal “robust
yet fragile'” (RYF) nature of complex systems is well-known to experts such as physicians and systems engineers, but
has been systematically studied in any unified way only recently. It is now clear that it must be treated explicitly in any
theory that hopes to explain the emergence of biological complexity, and indeed is at the heart of complexity itself.
These RYF features appear on all time and space scales, from the tiniest microbes and cellular subsystems up to global
ecosystems, and also –we believe- to human social and technical systems, and from the oldest known history of the
evolution of life through human evolution to our latest technological innovations. Typically, our networks protect us,
which is a major reason for their existence. But in addition to cancer, epidemics, and chronic auto-immune disease, the
rare but catastrophic market crashes, terrorist attacks, large power outages, computer network virus epidemics, and
devastating fires, etc, remind us that our complexity always comes at a price. Statistics reveal that most dollars and lives
lost in natural and technological disasters happen in just a small subset of the very largest events, while the typical event
is so small as to usually go unreported. The emergence of complexity can be largely seen as a spiral of new challenges
and opportunities which organisms exploit, but lead to new fragilities, often to novel perturbations. These are met with
increasing complexity and robustness, which in turn creates new opportunities but also new fragilities, and so on. This is
not an inexorable trend to greater complexity, however, as there are numerous examples of lineages evolving increasing
simplicity in response to less uncertain environments. This is particularly true of parasites that rely on their hosts to
control fluctuations in their microenvironment, thus shielding them from the larger perturbations that their hosts
experience.
It is only fairly recently, and particularly the last few decades, that human technology has become focused not just on
robustness, but on architectures that facilitate the evolution of new capabilities and the scaling to large system sizes.

Protocol-based multilayer modular design is permeating advanced technologies of all kinds, but the Internet remains
perhaps the most well-known example. It is also particularly suitable for our purposes for several reasons. The Internet,
and cyber- or netcentric technology generally, are unprecedented in the extent to which their features parallel biology.
Their most salient features are often hidden from the user and thus as metaphors are often terribly misleading, yet are
extremely useful when right. Only cybertechnology has the potential to rival “biotechnology” in accelerating the
human/technology evolution, and the combined RYF spiral could have profound consequence. The most consistent,
coherent, and salient features of all complex technologies are their protocols. To engineers, the term “protocol” is the set
of rules by which components interact to create system-level functionality. Indeed, in advanced technologies, and we
believe in the organization of cells and organisms, the protocols are more fundamental than the modules whose
interconnection they facilitate, although they often are obscured by the overwhelming details that now characterize
experimental results in biology. A central feature of efficient, protocol-based systems is that, provided they obey the
protocols, modules can be exchanged and changed. The details are less important here than the consequences, which
are the system-level robustness and evolvability that these protocols facilitate ([25]). New and even radically different
hardware is easily incorporated at the lowest physical layers, and even more radically varying applications are enabled at
the highest layers. Ironically as in biology, it is these transient elements of hardware and application software that are
most visible to the user, while the far more fundamental and persistent infrastructure is the core protocols, which by
design remain largely hidden from the user.
A protocol-based organization facilitates coordination and integration of function to create coherent and global
adaptation to variations in their components and environments on a vast range of time scales despite implementation
mechanisms that are largely decentralized and asynchronous. The parallels here between the Internet and biology are
particularly striking. The TCP/IP protocol suite enables adaptation and control on time scale from the sub-microsecond
changes in physical media, to the millisecond-to-second changes in traffic flow, to the daily fluctuations in user
interactions, to evolving hardware and application modules over years and decades ([11], [14], [23], [25]). The
remarkable robustness to changing circumstances and evolution of Internet-related technology could only have come
about as the result of a highly structured and organized suite of relatively invariant and universally-shared, wellengineered protocols.
Similarly, a protocol-based architecture in biology and its control mechanisms facilitate both robustness and evolvability,
despite massive impinging pressures and variation in the environment. With the most obvious example involving the
table of codons, biology’s universally shared set of protocols are more fundamental and invariant than the modules
whose control and evolution they facilitate. Allostery, a huge suite of post-translational modifications, and the rapid
changes in location of macromolecular modules enable adaptive responses to environmental signals or alterations on
rapid time scales. Translational and transcriptional control and regulation of alternative splicing and editing act on
somewhat longer time scales. On still longer time scales within and across generations, the sequences of the DNA itself
can change, not only through random mutation, but also through highly structured and evolved mechanisms that facilitate
the generation of adaptive diversity. Furthermore, as biologists dig deeper past the superficiality of sequence data into
the complexity of regulation, they unearth additional layers of control that are fundamentally similar to those in advanced
technologies ([2], [8], [16], [17], [22]). There is seemingly no limit to the ingenuity that biology uses in creating
additional layers of sophisticated control. Now familiar examples range from RNA editing and alternative splicing to
transposons, mismatch repair, and repetitive sequences to the cutting and pasting in the “arms race” of the immune
system versus spirochete and trypanosome coat proteins.
Perhaps the most familiar example of lateral gene transfer in bacteria is possible because bacteria have a shared set of
protocols that have even been quite appropriately described by some as the “bacterial Internet.” Bacteria can simply
grab DNA encoding new genes from other bacteria and incorporate it into their genome, just like computer users can buy
a new computer and plug it into home or office networks. This “plug and play” modularity works because there is a
shared set of protocols that allow even novel genetic material to be functional in an entirely new cellular setting. Plug
and play DNA mobility and expression is further facilitated by integrons and plasmids. Thus, for example, bacteria can
acquire antibiotic resistance on time-scales that would be vanishingly improbable by point mutations, an example of how
rapid evolution of complexity is possible by Darwinian mechanisms. Natural selection can favor the evolution of whole
protocol suites, and their interactions, which in turn massively accelerate the acquisition and sharing of functional
adaptive change. Thus evolvability itself can be seen as the robustness of lineages, rather than organisms, on long time
scales and to possibly large changes in the environment, indeed ones that would be lethal to organisms if they occurred
rapidly. An important insight is that robustness and evolvability are generally not in conflict, and both are the product of
systematic and organized control mechanisms.
The framework being developed here is radical in both its methodology and philosophical implication. Methodologically
it draws on mathematics that is often not well known outside expert circles and in many cases had not traditionally been

thought of as “applied.” The mathematics tells us that robustness and fragility have conserved quantities ([8], [37]), and
we believe these will ultimately be of as much importance to understanding biological complexity as energy and entropy
were to understanding the steam engine and mitochondria. The above views of “organized complexity” motivated by
biology and engineering contrast sharply with that of “emergent complexity” that is more popular within the physical
sciences. Highly Optimized/Organized Tolerance/Tradeoffs (HOT) has aimed to explain the issues of organized
complexity ([1], [10], [29], [30], [33], [35]), but emphasizing models and concepts such as lattices, cellular automata,
spin glasses, phase transitions, criticality, chaos, fractals, scale-free networks, self-organization, and so on, that have
been the inspiration for the “emergent” perspective. A side benefit of this largely pedagogical effort is it has led to
apparently novel insights into RYF aspects of longstanding mysteries in physics, from coherent structures in shear flow
turbulence and coupled oscillators, to the ubiquity of power laws, to the nature of quantum entanglement, to the origin of
dissipation. Finally, the underlying mathematics may offer new tools to explore other problems in physics where RYF
features may play a role, particularly involving multiple scales and organized structures and phenomena.
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